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Tap chi

LOINOI PAU

Tap chi khoa hoc Truong Pai hoc Hoa Lu la co quan ngon lugn chinh
thire cua Truwong Pai hoc Hoa Lu, co ma s6 chudn quéc té ISSN 2615 - 9538,
hoat déng theo Gidy phép sé6 07/GP-BTTTT ngay 07/01/2023 ciia Bé Thong tin
va Truyén théng.

La tap chi da nganh, da linh viec voi muc dich phan anh hoat dong gido
duc dao tao, cong bo cdc két qua nghién ciru vé Khoa hoc tw nhién, Ky thudt
va Cong nghé, Nong nghiép, Khoa hoc xa hoi, nhan van va giao duc cua cdc
nha khoa hoc, can b, giang vién, nguoi hoc trong v ngodi truong, tuyén truyén
phoé bién cic chii trirong dieong 16i, chinh sach ciia Pang va Nha nuéc vé cong
tac gido duc va dao tao, gidi thiéu, trao doi cdc két qud nghién ciru vmg dung,
thanh twu khoa hoc va céng nghé trong nude va quoc té.

Hoi déng bién tdp Tap chi khoa hoc Truong Pai hoc Hoa Lw da nhan
dwoc sw quan tdm cia cdc tdc gia trong va ngodi truong giri bai vé tap chi.
Chung toi xin chdn thanh cam on cdc tac gia, cac nha khoa hoc, nha nghién
cuu da tich cuc tham gia dong gop cho sw phat trién cia Tap chi va mong
muon tlep tuc nhdn dwoc sie hop tdc, iing hé va nhitng y kién dong gop quy
bau ciia Quy vi dé Tap chi Khoa hoc Truwong Pai hoc Hoa Lw ¢6 chat lwong
ngay cang cao hon.

Trin trong gidi thiéu dén quy ban doc Tap chi khoa hoc sé 05!
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TOI UU HOA HIEU SUAT MANG VOI NIC TEAMING TRONG WINDOWS
SERVER TREN MOI TRUONG VMWARE

Nguyén Tat Thing!
Ngay nhéan bai: 10/4/2025 Ngay chap nhan ding: 23/6/2025

Tém tat: Nghién ciru ndy khdo sat gidi phdp ndng cao hiéu sudt va do tin cdy ciia hé thong
mang trong méi trieong do héa VMware thong qua viéc trién khai ky thudt NIC Teaming trén
nén tang hé diéu hanh Windows Server. Trén co s¢ phdn tich 1y thuyét, bai bdo lam ré ban chat
ciia NIC Teaming, trinh bay chi tiét cic ché do hoat dong phé bién nhw Switch Independent,
Static Teaming va LACP, dong thoi phdn tich vai tro cia viéc tong hop nhiéu card mang vt Iy
thanh mét giao dién logic nham muc dich mé réng bang thong, gia tang tinh san sang va kha
néang chiu 16i cho két néi mang. Bai bdo hiedng dan cau hinh NIC Teaming mét cach chi tiét theo
hai phwong phdp: sir dung giao dién do hoa Server Manager va céng cu dong 1énh PowerShell,
tir do mang lai sy linh hoat cho qua trinh trién khai thuc té. Pé danh gia dinh luong hiéu qua
clia gidi phdp, tac gia da tién hanh thice nghiém do hiéu sudt mang trong méi truong do héa. Két
qua thyc nghiém minh chitng tinh vmg dung va hiéu qua vuot troi cua NIC Teaming trong viéc
16i wu héa thong lheong, cung cap tai liéu tham khdo cho sinh vién, cdc nha nghién cieu va quan
tri vién hé thong

T khoa: NIC Teaming; Can bang tdai; Ché dé dw phong; Hiéu sudt mang,; Béng thong.

OPTIMIZING NETWORK PERFORMANCE WITH NIC TEAMING IN WINDOWS
SERVER ON VMWARE ENVIRONMENT

Abstract: This study investigates a solution to enhance the performance and reliability of
network systems within a VMware virtualized environment by implementing the NIC Teaming
technique on the Windows Server operating system platform. Based on theoretical analysis, the
paper clarifies the nature of NIC Teaming, provides detailed descriptions of common operating
modes such as Switch Independent, Static Teaming, and LACP, and analyzes the role of
aggregating multiple physical network cards into a single logical interface. This aggregation aims
to expand bandwidth, increase availability, and improve fault tolerance for network connectivity.
The study offers detailed configuration guidance for NIC Teaming using two methods: the Server
Manager graphical interface and the PowerShell command-line tool, thereby providing flexibility
for practical deployment. To quantitatively evaluate the effectiveness of the solution, the authors
conducted experiments to measure network performance in a virtualized environment. The
experimental results demonstrate the applicability and superior effectiveness of NIC Teaming in
optimizing throughput, serving as a valuable reference for students, researchers, and system
administrators.

Keywords: NIC Teaming, Load Balancing; Failover; Network Performance; Bandwidth.

! Khoa Ngoai ngi-Cong nghé thong tin, Trudng Dai hoc Hoa Lu, Email: ntthang. nnth@hluv.edu.vn
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1. Giéi thiéu

Trong bdi canh dat nudce ta dang thyc hién cong cude chuyén dbi s6 Quéc Gia va yéu ciu
ngay cang cao vé hiéu suat va tinh sin sang cua hé thong, viéc t6i vu hoa ha ting mang tro thanh
mot yéu t6 quan trong trong viéc duy tri hoat dong 6n dinh va hiu qua. Mot trong nhimg giai
phap phd bién hién nay 1a sir dung NIC teaming, mot ky thudt cho phép két hop nhiéu card mang
(NICs) vao mdt nhom dé cai thién bang thong, ting cudng tinh du phong va dam bdo tinh san
sang cua hé thong mang. Bai bao tap trung vao viéc tim hiéu va cu hinh NIC teaming trén hé
diéu hanh Windows Server, véi cac ché do can bang tai khac nhau nham tbi wu hoa hiéu suit
mang trén moi truong VMware.

Thong qua viéc nghién ctru ky thuat nay, tac gia mong mudn cung cdp mot cai nhin téng
quan vé k¥ thuat va phuong phap cau hinh NIC Teaming trong moéi truong mang, tir do hd trg
sinh vién nganh Cong ngh¢ thong tin, quan tri vién hé thong c6 tai liéu tham khao dé tdi uu hoa
ha tang mang, dap (mg nhu cau ngay cang cao cua cic hé thong thong tin hién dai.

Céc nghién ctru lién quan (Related work): Hién nay, s6 luong cong trinh nghién ctru khoa
hoc vé chu d& "NIC Teaming trong Windows Server" con tuong ddi han ché. Phan 16n cac tai
liéu hién c6 chu yéu dudi dang bai viét k¥ thuat, tai liéu huéng din hodc bao cao kinh nghiém
trién khai thuc té, tap trung vao khia canh cAu hinh, cai dat va ung dung NIC Teaming nham
nang cao hiéu suat va do san sang ciia hé thong mang.

Mot s6 bai viét tiéu biéu co thé ké dén nhu: Rodionov (2017) véi bai “Windows Server
2016 NIC Teaming Functionality” da trinh bay tong quan vé cac ché do hoat dong cia NIC
Teaming trong Windows Server 2016, bao gom Switch Independent, Static Teaming va LACP,
ddng thoi gidi thiéu cac cai tién nhu Switch Embedded Teaming.

Bai viét cia Yanfeng Jiang: Design and Implementation of NICs and Link Aggregation
Experiment Based on Windows Server 2012, Computer Science and Application, 2017, 7, 8-16.
Published Online January 2017 in Hans. Gidi thi€u nguyén ly va cong nghé Teaming NIC va lién
két Aggregation trén Windows Server 2012, thiét ké va trién khai thir nghiém NIC Teaming va
Link Aggregation.

Bai viét ciia Fernandez (2023) trén ServerWatch cung cAp hudng dan chi tiét cdu hinh NIC
Teaming, tap trung vao ing dung thuc tien trong moi truong may chu Windows.

Bén canh do, tai liéu tir Microsoft va cac ngudn ky thuat nhu ITFORVN ciing dua ra
huéng dan trién khai NIC Teaming trén Windows Server, nhung hau hét déu mang tinh chét thuc
hanh va gidi thiéu chirc ning hon 1a nghién ciru sdu vé mit hiéu niang, danh gia dinh lwong hay
so sanh cac mo hinh cau hinh.

Tir thyc trang trén cho thdy nhu cau nghién ciru chuyén sdu, c6 hé thong vé tac dong cta
NIC Teaming dén hiéu suét mang, do tin cdy va kha ning chiu 15i trong cac mdi trudng ao hoa
hién dai van con 1a mot khoang trong déang ké trong linh vyc ha taing mang may chi. Viéc trién
khai cac nghién ctru thuc nghiém va danh gia dinh lugng vé NIC Teaming 1 can thiét nham
cung cép co s¢ khoa hoc viing chic cho viéc lua chon, cAu hinh va toi wu hoa hé théng mang
trong cac t6 chirc va doanh nghiép.

2. N¢i dung
2.1 Nhirng diém méi ciia NIC Teaming trén Windows Server 2025

HO trg cac ché do can béng tai mai: Windows Server 2025 gidi thiéu cac ché do can bang
tai nang cao, cho phép phan phéi luu luong mang hiéu qua hon gilta cac card mang trong nhom.
Diéu nay giup tdi uu hoa bang thong va giam thiéu do tré trong truyén tai di liéu.
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Cai thién kha ning quan 1y va cau hinh: Giao dién quéan 1y NIC Teaming da duoc cai tién,
cung cap trai nghiém ngudi ding truc quan va dé& dang cau hinh hon. Ngoai ra, viéc tich hop véi
cac cong cu quan ly nhu Windows Admin Center va System Center Virtual Machine Manager
(SCVMM) gitp quén tri vién dé dang giam sat va quan 1y cac nhém NIC trén quy mo 16n.

‘Tang cuong kha nang du phong va d9 tin cdy: Windows Server 2025 nang cao kha nang
chuyén ddi dy phong giita céc card mang, dam bao dich vu mang khong bi gian doan ngay ca khi
mét hodc nhiéu card mang gip su cb. Diéu nay dic biét quan trong ddi véi cac moi trudng mang
yéu cau tinh lién tyc cao.

HO tro cac thudt toan can bang tai nang cao: Phién ban moi hd trg cac thuat toan can béng
tai thong minh hon, nhu thuat toan can bang tai dong (Dynamic Load Balancing), gitip phéan phdi
luu lwong mang dua trén cac yeu t6 nhu toc do lién két va tai trong thyc té cua timg card mang.
Diéu nay giup toi uu hoa hiéu suat mang va sir dung tai nguyén hiéu qua hon.

Tich hop véi cac cong ngh¢ mang hi¢n dai: Windows Server 2025 tich hop NIC Teaming
v6i cac cong nghé mang hién dai nhu Software-Defined Networking (SDN), giiip quan tri vién
dé dang trién khai va quan 1y cac chinh sach mang phtic tap trong moi trudng do héa va dam
may. [3]

Hb trg cau hinh thong qua PowerShell va cac cong cu dong 1énh: Ngoai viée cau hinh qua
giao dién d6 hoa, Windows Server 2025 cung cap kha nang cau hinh NIC Teaming thong qua
PowerShell va cac cong cu dong 1&€nh khac, gitp tu dong hda va tinh chinh cac cai dat mang mot
cach linh hoat va hi¢u qua.

Nhitng diém méi nay lam cho NIC Teaming trén Windows Server 2025 tré thanh mot

cong cu manh m& va linh hoat, dap Ung nhu cau ngay cang tang cia cac doanh nghiép vé hiéu
suat mang va tinh san sang cao.

2.2 Gioi thiéu VMware Workstation Pro

_ VMware Workstation Pro 1a mot phan mém ao hoa manh mg, cho phép nguoi dung chay
nhiéu h¢ dieu hanh trén mot may tinh vat 1y duy nhat. Phién bé,n mc’ri‘nhﬁt, VMware Workstation
Pro 17.6.3, da dugc phat hanh vao thang 3 nam 2025, mang dén nhi€u cai tién va tinh ndng mai
dang chu y.

VMware Workstation Pro 17.6.3 d& m¢ rong kha nang tuong thich véi cac hé diéu hanh
mai nhat, bao gom:

- Windows 11 (bao gdm ca phién ban Enterprise)

- Windows Server 2025

- Ubuntu 24.04

Phién ban VMware Workstation Pro 17.6.3 gidi thi¢u cong cu dong 1énh vmcli, cho phép
tuong tac truc tiép véi hypervisor tir terminal trén Linux, macOS hodc command prompt trén
Windows. Cong cu ndy cung cip kha ning quan 1y va diéu khién may 4o mot cach linh hoat va
hiéu qua.

Mot sb tinh nang ndi bat khac:

M3 hoa nhanh (Fast Encryption): Cung cip kha ning ma hoa hiéu suit cao cho cac may 4o
st dung vTPM, dam bao an ninh ma khong anh hudng dén hicu suat.

Ty dong khoi dong may ao (Auto Start VMs): Cho phép ciu hinh dé cac may 4o ty dong
khéi dong cung véi hé thong, thudn tién cho viéc quan 1y va van hanh.
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Hb tro OpenGL 4.3: Cai thién hiéu suat do hoa cho cac tmg dung yéu cau cao vé dd hoa
trong moi truong may ao.

Tu thang 5 nam 2024, VMware Workstation Pro da dugc cung cép mién phi cho muc dich
ca nhan, gido duc va nghién‘ ctru. Nhu vay VMware Workstation Pro tiép tuc khang ginh yi thQ la
mot cong cu ao hoa hang dau, dap ing nhu cau da dang cua nguoi dung tir phat trién phan mém
den thir nghiém va trién khai ung dung.

2.3 Tim hiéu vé NIC teaming

NIC Teaming, hay con goi la Load Balancing/Failover (LBFO), 1a mét tinh nang trong
Windows Server cho phep két hop nhiéu card ' mang vat ly (NIC) thanh mét giao dién mang logic

duy nhat Diéu nay giup tang cuong hiéu suat mang, cung cdp kha ning du phong va dam bao
tinh sdn sang cao bang cach tong hop bang thong va cho phép bao vé khi xay ra 15i.

Port 1:1G

switch

NIC Teaming = 2Gb

[

Port 2:1G

Mb6 hinh NIC Teaming két hop 2 card mang vdt Iy

NIC teaming trén Windows Server c6 thé hd tro t6i da 32 két ndi vat 1y trén mdi NIC éo.
Bang cach trién khai NIC teaming, mot dia chi IP duy nhat dugc su dung.[2]

Cong ngh¢ nay cung cép cho quan tri vién hé théng mot giai phap dé tong hop lién két, can
bang tai, chuyén doi du phong va Mang duoc xac dinh bang phan mém Software-Defined
Networking (SDN). Hién nay co cac giai phap twong tu c6 san trén mot s6 phan cung nhat dinh
tir cic nha cung cép bén thir ba, nhung chiing thuong chi gidi han ¢ phan cing cu thé. Tuy nhién
nhom NIC ciia Microsoft 14 no khong phu thudc vao phan cimg va nha cung cap. Nhom NIC co
san trong tit ca cac phién ban Windows Server ké tir Windows Server 2012.

) Trong céc tinh huéng cu thé, khi mot trong cac mang vat ly bi 16i hodc bi‘ngirlt két ndi, hé
thong s& tu dong phén phdi lai luu lugng dén cac bd diéu hop mang khac. Dicu nay dat dugce
bang cach chi dinh it nhat mét trong cac NIC lam dy phong nong.

2.3.1 Mot so loi ich ciia NIC Teaming:

- Tang bang thong: Befmg cach két hop nhiéu NIC, tong bang thong kha dung duoc ting
1én, nho d6 cai thién hi¢u suat truyén di licu.

- Cén bang tai: Luu luong mang dwgc phan phdi dong déu gitta cac NIC trong nhom, toi
uu hoa viéce su dung tai nguyén trén mang.

- Du phong: Néu mét NIC gap su cd, cac NIC con lai s& tiép tuc hoat dong, dam bao két
noi mang khong bi gian doan.

- HO tro nhiéu ché d6 két ndi: Load Balancing/Failover, Switch Independent va Switch
Dependent.

- Pon gian hoéa cau hinh mang.
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2.3.2 Cic ché d9 ciia NIC Teaming

Khi cdu hinh NIC Teaming chiing ta phai chon ché d6 nhom nao dé str dung. Ché d6 nhom
xac dinh cach ma may chii va bo chuyén mach phéan b luu lugng gitra nhiéu két ndi, mdi ché do
¢6 nhitng dic diém riéng dé dap Gmg nhu ciu vé can bang tai va do tin cdy ctia hé thdng mang co
ba ché d6 chinh:

- Switch Independent: Cac NIC trong nhom c6 thé két ndi dén cac switch khac nhau ma khong
yéu cau cau hinh dac biét trén switch. Che d) nay cung cap tinh linh hoat va du phong cao.

- Static Teaming (IEEE 802.3ad): Yéu cau cau hinh thu cong trén ca may chu va switch dé
nhan dién va tong hop cac lién két. Tat ca cac NIC phai ket ndi dén cung mdt switch va switch
phai dugc cau hinh dé ho trg ché do nay.

- LACP (Link Aggregation Control Protocol, IEEE 802.1ax): Twong ty nhu Static
Teaming nhung str dung giao thuc LACP dé ty dong thuong lugng va thiét lap cac lién két tong
hop gitta may chu va switch.

2.3.3 Can bing tai trong NIC Teaming

NIC Teaming trong Windows Server cung cAp nhiéu ché d6 can bang tai (Load Balancing
Mode) d¢ tan dung bang thong tir nhi€u card mang vat ly (NIC). Trong do, 3 ché do chinh va pho
bién nhat gom:

* Address Hash

Ung dung: Dung cho Server vat 1y, khong ding Hyper-V.

Co ché hoat dong. Windows str dung mdt ham bam (hash) dé tinh toan dya trén:
- Pia chi MAC ngudn va MAC dich.

- Hodc IP ngudn va IP dich.

- Hodc Port TCP/UDP ngudn va TCP/UDP dich.

Két qua ciia ham bam s& quyét dinh goi tin dugc giri qua NIC nao trong team.
Trong do:

- Outbound traffic (tir server ra) dugc phan phdi déu trén cac NIC.

- Inbound traffic (tir client vao) van chi vé mot NIC (trir khi switch hd tro).
Uu diém: Pon gian, d& cAu hinh, khong can switch cAu hinh dic biét.

Nhuoc diém: Luu lugng vao khong duoc phan phdi déu néu switch khong hd trg tinh ning
nhu EtherChannel hoiac LACP.

* Hyper-V Port
Ung dung: Céc Server chay nhiéu may 4o Hyper-V
Co ché hoat dong:
- Mbi méy a0 (VM) duge anh xa vao mot NIC vat 1y riéng biét trong team.
- Toan bg luu lugng cua mot VM sé di qua mdt NIC cu thé.
Inbound/Outbound: Ca inbound va outbound dugc cin bang tai giita cac NIC theo VM.
Uu diém: Hiéu qua trong méi trudng 4o hoa, dam bao mdi VM sir dung duoc bing thong riéng.

Nhuoc diém: Khong can bang luu luong bén trong mot VM néu VM c6 nhiéu két ndi.
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* Dynamic

Ung dung: Dung cho ca Server vat 1y va Server chay may ao Hyper-V
Co ché hoat dong:

- La ché do két hop giita Address Hash va Hyper-V Port.

- Phén tich va theo d&i miu luu lwong mang thuc té.

- Ty dong quyét dinh xem:

+ G6i tin nao nén chia theo hash.

+ G6i tin nao nén chia theo VM (Hyper-V port).

- Ty dong t6i wu ca Inbound va Outbound.

- Phén phdi tai thong minh, thay ddi theo thoi gian thuc.

Uu diém: Khong can cdu hinh phtre tap, Tu hoc va thich nghi theo luu lugng mang.

Nhuoc diém: Kho kiém soat thii cong.

TT Tiéu chi Address Hash Hyper-V- | 1y namic
Port
1 | Phan phdi Outbound Co Co Co
. Khong tot . .
2 | Phan phoi Inbound , _ N Co Tot nhat
(néu khong c6 switch ho trg)
3 | Ho tro Hyper-V Khong t6i vu Tbi wu Tt
4 | Hiéu suét tong thé Trung binh Tét véi VM | Cao nhat
5 | Do phirc tap cdu hinh Thap Trung binh Thap

Badng so sanh mot 6 tiéu chi cia 3 ché do Load Balancing
2.3.4 Ché d9 dw phong trong NIC Teaming

Ché d6 du phong (Failover) la mot trong nhiing tinh nang quan trong cia NIC Teaming
trong Windows Server. Ché d6 nay dam bao rang néu mot NIC trong nhém gép su ¢6 hodc
khong hoat dong, cac NIC con lai s& ty dong tiép quan va duy tri két ndi mang ma khong lam
gian doan dich vu.

Ché @6 dy phong gitip ting tinh sin sang cao (High Availability) va dam bao két nbi lién
tuc cho céc tng dung va dich vu mang trong méi truong doanh nghiép.

Co ché hpat dong cua ché do Du phong (Failover): khi mdt nhém NICs (Networkvlnterface
Cards) dugc cau hinh, mgt hoac ’nhiéu NICs s€ dugc chon la NIC chinh (Active NIC) dé chiu tai.
Céc NIC con lai sé duge danh dau la NIC du phong (Standby NIC).

- Active NICs: xtr Iy tat ca luu lugng mang di va dén.

- Standby NICs: khong xir 1y luu lugng mang trir khi ¢6 su ¢b xay ra voi NIC chinh.

Khi mot NIC chinh gap su cd, NIC dy phong s& tur dong chuyén sang ché do active va bit
dau xur 1y luu lwong mang ma khong can can thiép tha cong tir ngudi quan tri.

Tap chi
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Mot s6 chién luogc chuyén d6i dy phong: [1]

- Active - Active: Tat ca NIC trong nhom déu dang xtr Iy luu lwong truy cép.

- Active - Standby: Mgt NIC xu 1y Iuu lugng trong khi nhiing NIC khac du phong.

- Load - Based Teaming: Luu lugng dugc phan phéi duya trén tai hién tai ctia mdi NIC.
2.4 Hoat dong ciia NIC Teaming

Hoat dong ctia NIC Teaming nhu sau: Cac NIC vat Iy dugc nhom lai thanh mot nhém -> Mot
NIC logic dugc tao ra dé dai dién cho nhom nay-> NIC logic dugc gan mét dia chi [P-> Luu lugng
mang dugc chia sé trén cac NIC vat ly dua trén thuat toan cén béng tai da chon-> Néu mot NIC vat
1y bi 16i, luu luong sé& tu dong dugc chuyén hudng dén cac NIC con lai dang hoat dong. [2]

Physical NIC Team

[ Physical NIC 1 ] [ Physical NIC 2 ] [ Physical NIC 3 ]

v

Team

v

[ Logical NIC ]

!

[ Assigned IP Address ]

'

[ Network Traffic Sharing J

l

[ Load Balancing Algorithm J

l

[ Traffic across physical NICs ]

7

NIC Failure

L

Traffic Redirected ]

Mo hinh hoat dong cua NIC Teaming
* Mt s6 vin dé can luu ¥ khi cdau hinh NIC Teaming

NIC Teaming la mot k¥ thudt quan trong trong thiét ké hé théng mang hién dai, mang lai
nhiéu loi ich nhu tang bang thong, ning cao kha nang dw phong va cai thién dg tin cdy. Tuy
nhién, viéc trién khai NIC Teaming doi hoi phai tuan thu nghiém ngét cac nguyén tic céu hinh
chuin, nham tranh phét sinh cac su ¢6 vé hiéu ning hodc d6 on dinh hé théng.
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Thir nhat la dam bdo tinh di phong: Mot trong nhitng nguyén tic co ban khi ciu hinh NIC
Teaming 1a phai xdy dung co ché dy phong trong nhoém NIC (Network Interface Card). it nhat
mot thanh vién trong nhom nén duge dinh cau hinh & ché d6 "du phong nong" (hot standby) dé
dam bao rang khi mot NIC gip su cd, luu lwong mang van duoc chuyén hudng muot ma sang
cac NIC con lai ma khéng lam gian doan dich vu.

Thit hai la tinh nhdt quén trong méi truong cum: Dbi v6i cac hé théng sir dung kién trac
cum (cluster), moi nut trong cum can dugc cau hinh véi nhom NIC ¢6 cau truc twong dong, bao
gom cac thanh phan phan cing va cai dat cau hinh. Viéc thiéu dong nhat giita cac nut c6 thé dan
dén 161 két noi ndi bd hodc giam hiéu sudt cia toan cum.

Thit ba la van dé twong thich phan ciing va phan mém: Khong phai tat ca cac thanh phan
cua hé thong — bao gom switch, driver, firewall hodc cac phan mém cia bén thir ba — déu ho trg
hodc hoat dong toi vu voi NIC Teaming. Do do, can kiém tra k¥ tai liéu k¥ thuét va kha nang
tuong thich cta cac thiét bi va phan mém lién quan trudc khi tién hanh cau hinh.

Thir twr la cdu hinh diing la yéu t6 then chét: Hiéu suat va do tin cdy cua NIC Teaming phu
thudc 16n vao viéc lya chon ding ché d6 hoat dong, thuét toan cén bang tai (load balancing) va
cai dat VLAN. Céu hinh sai hodc khong dong nhét giita cac NIC co thé gay ra hién twong mét
két nbi, tré mang hodc xung dot trong 1u0ng dir liéu.

Thir ndm la qudn Iy va gidm sdt lién tuc: Viéc ciu hinh NIC Teaming khong phai 1a nhiém
vu thuyc hi¢n mdt lan duy nhat. K¥ thuat nay lam tang do phuc tap ctia hé thong, doi hdi ngudi
quén tri phai giam sat thuong xuyén hi¢u suat hoat dong ciia nhom NIC, dong thoi thuc hién cac
di€u chinh kip thoi khi phat hién bat thuong hodc khi hé thong thay doi.

Thur sau la lwa chon ché do hoat dong phu hop: Mot cau héi quan trong duoc dat ra trong
qua trinh trién khai 1: Nén chon ché do NIC Teaming nao phu hgp v6i mdi trudng mang cu the?
Thuc te mdi ché do hoat dong duoc thiét ké dé toi uu cho nhitng kich ban khac nhau, tiy thudce
vao cau tric mang, kiéu thiét bi chuyén mach (switch), mau luu lugng va yéu cau vé tinh sin sang.

Ngudi quan tri nén dat ra mot sd cdu hoi danh gia trude khi lya chon:

- C6 can thay ddi cau hinh trén switch két ndi khong?

- Cac NIC thanh vién c6 két ndi dén cac switch khong phai dang stack?

- Mirc d6 yéu cau vé kha ning chiu 15i va cén bang tai?

Viéc Iya chon ché d6 hoat dong phu hop nén dya trén mé hinh kién trac mang thuc té, kha
nang ho trg tir cac thi€t bi chuyén mach, va nhu cau dich vu. Bén canh d6, nén tham khao tai li€u
hudng dan tir nha san xuat thiét bi va tién hanh thir nghiém vdi cac ché dd khac nhau trong moi
truong gia lap trudce khi ap dung vao hé thong san xuat.

2.5 Céu hinh NIC Teaming trén Windows server

Piéu kién trién khai NIC Teaming trén Windows Server 2025

- May chui 40 dang chay Windows Server 2025 trén nén tang VMware Workstation

- May chu c6 it nhat hai card mang ao (Network Adapters)

- Quyén quan trj vién trén Windows Server.

- CAu hinh phi hop trén VMware dé hd trg NIC Teaming.

2.5.1 Cau hinh may chii

M6 VMware Workstation; Khdi dong may 4o chay Windows Server 2025.

Tap chi
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Vao Settings — Add — Network Adapter — chon NAT (Bridged hoac Custom tiy theo
nhu cau mgng). Pam bao may 4o co it nhat 2 card mang hoat dong.

bait tén, dat dia chi IP cho 2 Network Adapter nhu hinh sau:

Server Manager * Local Server

B  PROPERTIES
2% Dashboard .

For DCO1

B local Server

— Computer name DCo

B& All Servers Domain hluv2025Jocal
i§ ADDs

&2 DNS

ii File and Storage Services B Microsoft Defender Firewall Private: Off
Eo s te management Enabied

te Desktop Disabled

MIC Tean

Dicabled
L R,

Phy_MNIC1 10.0.0.2

Phy_MIC2 10.0.0.3

Hai card mang vat ly
2.5.2 Céu hinh NIC Teaming biang Server Manager
Budce 1: M6 cong cu quan Iy NIC Teaming
- Bang nhap vao Windows Server 2025 véi tai khoan quan tri vién.
- M¢ Server Manager tur thanh taskbar hoac Start Menu.
- Trong giao dién Server Manager, chon Local Server.
- Tim dén muc NIC Teaming & bén phai, nhan Disabled d¢ md NIC Teaming.
Budc 2: Tao Team méi

- Trong clra s6 NIC Teaming, chon: Tasks — Add Team.

NIC Teaming >

New team

name.
|Teaming_NIC_Hiuv I

Member adapters:

in Teamn Adapter Speed State Reason

- Phy_NIC1 1 Gbps
~ Phy_NIC2 1 Gbps

@ Additional properties
Teaming mode: Switch Independent b
Load balancing mode: Dynamic ~
Standby adapter: None (all adapters Active) ~
Primary team interface: Teaming NIC Hiuv: Default VILAN
I oK I ] Cancel
. 7.
Tao NIC Teaming moi
Tap chi
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Team name: Pat tén cho Team: Teaming-NIC-Hluv

Member adapters: Chon 2 card mang dé dua vao Team (Phy-NIC1, Phy-NIC2)

Additional properties:

* Teaming mode: Xac dinh phuong thirc giao tiép va phdi hop giita cac NIC thanh vién va
switch. Trong do:

- Switch Independent: Cho phép NIC Teaming hoat ddng ma khong yéu ciu cau hinh dic
biét trén switch. Cac switch coi moi NIC thanh vién 1a mdt két noi riéng 1é.

- Static Teaming: Yéu cau cdu hinh tinh trén ca host va switch dé xac dinh cac NIC nao
thudc vé Team. Cau hinh nay it linh hoat hon so véi cac ché d6 dong.

- LACP (Link Aggregation Control Protocol): Thuong duoc coi la mot ché d6 teaming
dong, cho phép tu dong thuong luong va quan ly cac lién két tong hop gitia host va switch.

(~) Additional properties

Teaming mode: Switch Independent v

Static Teamin
Load balancing mode: : g
Switch Independent

Standby adapter: LACP d

Primary team interface: Teaming NIC Hluv: Default VLAN

ok || cancel

Cdc ché dp Teaming
* Load balancing mode: Quy dinh cach thic phan phéi luu luong mang trén cac NIC
thanh vién trong Team. Trong do:
- Dyngmic: Hé théng tuy dong can béng tai dua trén luu lugng mang hién tai, phan phéi
dong cac luong dir liéu gitta cac NIC thanh vién.
- Address Hash / Hyper-V Port: St dung cac thudt toan hashing (vi du: dua trén dia chi

MAUC, dia chi IP, ,hoZacvcéng) dé gan cac luéng luu lugng cu thé cho cac NIC thanh vién. "Hyper-
V Port" 1a mét bién thé t61 uu héa cho moi treong do hoa Hyper-V.

@ Additional properties

Teaming mode: Switch Independent e
Load balancing mode: Dynamic i
Add Hash
Standby adapter: ress mies
Hyper-V Port
Primary team interface: 'T)ynamic

OK | [ Cancel

Cac ché do cdn bang tai
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* Standby adapter: Chi dinh mdt NIC thanh vién hoat dong nhu du phong. Trong trudng

hop NIC chinh bi 16i, NIC dy phong sé tiép quan luu luong mang.

None (all adapters Active): Tat ca cac NIC trong team déu hoat dong ddng thoi dé ting

bang thong, ché d6 nay khong co NIC du phong.

@ Additional properties
Teaming mode: Switch Independent v
Load balancing mode: Dynamic 32
Standby adapter: None (all adapters Active) 2
N Il adapters Acti
Primary team interface: e (l adnplers Aeivel
Phy_NIC1
Phy_NIC2
OK

[ ‘ Cancel

Cdc ché dé dir phong
= Nhén OK dé tao Team.

Budc 3: Cau hinh IP cho Teaming-NIC-Hluv

Sau khi NIC Team dugc tao thanh cong, mot adapter méi sé xuét hién trong Network

Connections véi tén giong nhu tén Team vira tao.

Phy_NIC1

Enabled

Phy_NIC2
= Enabled
Inte!

Al =
i o ‘ s S < . W
Intel{R) 82574L Gigabit Network C... = R) 82574L Gigabit Network C... —

Teaming_MNIC_Hluv
MNetwork
» Microsaft Network Adapter Mulii...

General

(@) Use the following IP address:
IP address:
Subnet mask:

Default gateway:

(@) Use the following DNS server
Preferred DNS server:

Alternate DNS server:

[]validate settings upon exit

3 items 1 item selected

cZoq

Internet Protocol Version 4 (TCP/IPv4) Properties

You can get IP settings assigned automatically if your network
supports this capability. Othervise,
administrator for the appropriate IP settings.

() Obtain an IF address automatically

Obtain DNS server address automatically

>

you need to ask your network

s

M e
ol|d|e
oflle|le
ol|o||e
Hllol|w

addresses

@fl®
s
o||s
RIE

Advanced...

Cancel

Dat IP tinh cho NIC Teaming
Budc 4: Kiém tra hoat dong ctia NIC Teaming

- M Command Prompt, thuc hién Iénh ipconfig dé kiém tra IP.

- Dung 1énh ping, tracert dé kiém tra kha ning két ndi mang.

- Ngit két ndi mot trong cac NIC thanh vién dé kiém tra kha nang failover.

Kiém tra lai:
- Két ndi mang co bi mat khong?
- Trang thai Team c6 chuyén sang canh bao?

- Team c6 tiép tuc hoat dong thong qua NIC con lai?

Tap chi
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Kiém tra Speed ctia NIC:

¥ Phy_NIC2 Status * % Phy_NIC1 Status X || W Teaming_NIC_Hluv Status X
General General | E General
Connection Connection Connection
P4 Connactivity: Internet Pvé Connectivity: internat P4 Connectivity: Internet
P Connecthvty: No network access: v Connecthvity: Na netwark access 1PV6 Connactivity: No network BCoess
Media State: Enabled Media State: Enabled Media State: Enabled
_Duration: 00:07:52 Duration: 00:04:56 ration: :08:4
|y i ] E ]
i Speed: 1.0 Gbps i H Speed. 1.0 Gbps = Speed: 2.0 Gbps H
Detaits... Details... Details...
Activity Activity Activity
- - -
Sent — L__'! —  Recened Sent ‘__.g Received Sent ﬁ 3 Received
Bytes: 3,620,958 682,170,168 Bytes: 5,507,319 664,457,993 Bytes: 9,850,474 1,362,252,858
Properses Disable no:
L L Do rroperties | Gnisavie Disgnose & rroperties Wy Disable Diagnose
”
Speed cua NIC

Két qua cho thay rang NIC Teaming da thyc hién thanh cong V1ec tong hop (aggregate) tdc
d6 ctia hai NIC vat ly. Tdc do ctia NIC Teaming (2.0 Gbps) bang tong tdc do ctia NIC1 va NIC2
(1.0 Gbps + 1.0 Gbps = 2.0 Gbps). Diéu nay chimg t6 tinh hiéu qua ciia NIC Teaming trong viéc
tang cuong bang thong mang.

Viéc tang gép ddi toc do duong truyén 6 thé cai thién dang ké hiéu suit mang, dac biét
trong céac tinh huong yéu cau bang thong cao nhu truyén tai dit li€u 16n, streaming video, hodc
cac ung dung server.

Dir liéu cho thiy NIC Teaming da hoat dong ding nhu mong doi trong viée két hop téc do
cua cac NIC vat ly, tir do tang tong bang thong kha dung. DPay 1a mot ky thuat hiru ich dé toi vu
hoéa hi¢u suat mang va cung cap tinh du phong.

2.5.3 Céu hinh NIC Teaming bang PowerShell

Budc 1: Kiém tra danh sach cac NIC c6 san: Get-NetAdapter

Lénh nay gitp ban xem tén cac card mang vat 1y dé sir dung cho viéc gop nhom.
Budc 2: Tao NIC Team

New-NetLbfoTeam -Name " Teaming NIC Hluv " -TeamMembers " Phy NIC1","
Phy NIC2" -TeamingMode SwitchIndependent -LoadBalancingAlgorithm Dynamic

Trong do:

-Name: Teaming NIC Hluv.

-TeamMembers: Danh sdach cic NIC can gép ("Phy NICI1", "Phy NIC2").
-TeamingMode: Ché d¢ teaming (SwitchIndependent, LACP hodc Static).

-LoadBalancingAlgorithm:  Thudt todn cdn bang tdi  (Dynamic, HyperVPort,
TransportPorts, v.v.).

Budéc 3: Gan dia chi IP cho NIC Team

New-NetlPAddress -InterfaceAlias " Teaming NIC Hluv " -IPAddress 10.0.0.5 -
PrefixLength 8 -DefaultGateway 10.0.0.1

Set-DnsClientServerAddress -InterfaceAlias " Teaming NIC Hluv " -ServerAddresses
("8.8.8.8","8.8.4.4")
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Budc 4: Kiém tra chi tiét cAu hinh Team

Get-NetLbfoTeam

Get-NetLbfoTeamMember

Get-NetIPAddress

Pé dam bao NIC Team di hoat dong, cac NIC déu "Up", va dia chi IP da duoc gan.

2.5.4 Kiém tra va danh gia hiéu suit mang

Téc gia sir dung cong cu iPerf3, Performance Monitor dé do va giam sat hi¢u suit mang.
Pay 1a cong cu phd bién trong cac bai kiém tra va danh gia chat luong dudng truyén mang trong
moi treong hoc thuét va ky thuat vién mang.

Moi truong thuc nghiém:

Thanh phén Céu hinh
Server DCO1 Windows Server 2025 trén VMware Workstation 17 pro
NIC céu hinh 2 card mang 4o (Phy-NIC1, Phy-NIC2)
Client VM May 4o chay Windows 11
K¥ thuét ap dung NIC Teaming: Switch Independent + Dynamic Load Balancing

Cong cu kiém tra

iperf3 dé sinh tai truyén tai dir liéu giita cac may
Performance Monitor dé ghi lai Bytes Received/sec.

Microsoft Excel d¢ xtr 1y so0 li€u va vé bicu do

Tém tit cac bude thue nghiém:
- Cai iPerf3 trén Server (ip: 10.0.0.5) va mot may Client (ip 10.0.0.100). [4]
- Thyc hién do bing thong trudc va sau khi cau hinh NIC Teaming;

B1: Po hiéu suat ciia mdi NIC riéng biét khi truyén tai dit liéu bang iperf3 -P 8 -t 300.

Trong do:

“P 8”: iperf3 sé tao ra 8 ludng truyén tai ciing lac

“¢ 300”: iperf3 s& duy tri truyén tai dir liéu trong 300 gidy (5 phut) trén tit ca cac ludng

song song.

B2: Cau hinh NIC Teaming va lap lai bai do vdi ciing kich ban iperf3.

Chay iPerf3 & ché d¢ server:

iperf3 -s

Chay iPerf3 & ché d6 client, kiém tra véi server c6 IP 10.0.0.5:

iperf3 -¢ 10.0.0.5 -P 8 -t 300

- Thu thép dit liéu bang Performance Monitor trong 5 phit, xuat ra file CSV.

Doi don vi do tir bytes/sec sang Mbps = (Bytes Received/sec * 8) / 1.000.000 — Mbps

Két qua:

Tap chi
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Tap chi

Ph"r—mc_l le_mc.z Tﬁmmg_"“f_mw Phy NIC1 | Phy NIC1 | Teaming-NiC-Hluw
Timestamp BytesReceived | BytesReceived BytesReceived
Mbps Mbps Mbps
per_sec per_sec per_sec
2025-05-17 14:00:00 570543 1208782 1836251 4.564344( 9.670250 14.690008
2025-05-17 14:00:10 829357 336609 1763664 56.634856 b6.692872 14.109312
2025-05-17 14:00:20 1105472 1193766 2301060| B8.843776 9.550128 18.40848
2025-05-17 14:00:30 1669446 B48892 2552813| 13.355568 6.791136 20.422504
2025-05-17 14:00:40 764908 1693869 2540430 6.119264| 13.550952 20.32344
2025-05-17 14:00:50 829452 713041 1611536 6.635616| 5.704328 12 892288
2025-05-17 14:01:00 1827576 1152643 2946595 14.620608 9.541144 2357276
2025-05-17 14:01:10 1083884 433672 1576657 B.671072 3.469376 12.613256
2025-05-17 14:01:20 1802486 1103258 2998266| 14.419888 8.826064 23.986128
| 2025-05-17 14:01:30 1177009 1225126 2398466 9.416072| 9.801008 19.187728
2025-05-17 14:01:40 627333 1355407 1953899 5.018664( 11.163256 15.631152
2025-05-17 14:01:50 6257906 602718 1178493 5.006368( 4.821744 9.427544
2025-05-17 14:02:00 1933669 1493217 3438475 15.469352( 11.945736 27.5078
2025-05-17 14:02:10 F04656 1797482 2485611| 5.637248| 14.3798560 19.884888
2025-05-17 14:02:20 1284258 637464 1883861| 10.274064| 5.099712 15.070888
2025-05-17 14:02:30 1048781 F07595 1721310| 8.390248 5.66070 13.77048
2025-05-17 14:02:40 1119283 721812 1838945 8.954264( 5.774450 14.71156
2025-05-17 14:02:50 1435367 628339 1968186| 11.482936( 5.026712 15.745488
2025-05-17 14:03:00 1748103 1187334 2934143| 13.984824 9.498672 23.473144
2025-05-17 14:03:10 848556 425450 1351486| 6.788448 3.4036 10.811888
2025-05-17 14:03:20 827056 1086262 1862577 6.616448 8.650096 14.500616
2025-05-17 14:03:30 1589401 1446015 3131700 12.715208 11.56812 25.0536
2025-05-17 14:03:40 1371578 1540229 2825524 10.972624( 12.321832 22.604192
2025-05-17 14:03:50 1309555 1768388 3146148 10.47644| 14.147104 25.169184
2025-05-17 14:04:00 1542531 1711697 3287839| 12.340248| 13.693576 26.302712
2025-05-17 14:04:10 1784460 1089366 2908514 14.27568 8.714928 23.268112
2025-05-17 14:04:20 1000528 1037870 1962226| B8.004224 3.302506 15.697808
2025-05-17 14:04:30 696737 1469012 2069555 5.573896( 11.752090 16.55644
2025-05-17 14:04:40 515995 1702906 2167918 4,12796| 13.623248 17.343344
2025-05-17 14:04:50 1878149 1334199 3231593| 15.025192| 10.673592 25.852744
Trung binh 1185064.167| 1141080.667 2329124.7| 9.4805133| 91286453 18.6329976
Max 1933669 1797482 3438475| 15.469352| 14.379850 27.5078
Bang dir liéu theo thoi gian cho moi NIC
A B &
1 NIC Trung binh (Mbps) | Pinh cao nhat (IM[bps)
2 |Phy NIC1 9.480513333 15.469352
3 |Phy NIC2 9.128645333 14.379856
4 Teaming-NIC-Hluv 18.6329976 27.5078
5
rd - - ? b ~
i So sanh trung binh va dinh bang thong
7
) = Trung binh (Mbps) = Binh cao nh&t (Mbps)
9 30
10
25
11 —
o
12 -g 20
13 :E" 15
14 =
w0
15 =
16 5
17 o -
18 Phy_MNIC1 Phy_NIC2 Teaming-NIC-Hluwv
19 Giao dién mang (NIC)
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Biéu do so sanh bang théng trung binh va dinh bang thong giita cde NIC

Dit liéu thyc nghiém dugc trinh bay & trén cho théy hiéu qua ro rét ctia viéc trién khai NIC
Teaming trong mdi truong Windows Server. Két qua dinh lugng veé bang thong trung binh cho
thay nhitng cai thi¢n dang ke ve hi¢u suat mang. Cu the:

Bang thong trung binh cta Teaming-NIC-Hluv cao hon khoang 90% — 100% so v&i NIC
don 1¢.

Tong tai dugc chia déu giita Phy NIC1 va Phy NIC2 (dbi xtmg), cho thay Load Balancing
hoat dong tot.

Dinh bing thong cia Teaming-NIC-Hluv cao hon dang ké (> 27 Mbps) so v&i ting NIC
riéng 1¢é (khoang 15 Mbps).

Khi ngit 1 NIC trong nhém Teaming-NIC-Hluv, két nbi van 6n dinh, diéu nay chimg to
tinh du phong cua NIC Teaming, dam bao két noi 6n dinh ngay ca khi ¢6 su ¢6 & mot NIC.

3. Két luan

Cau hinh NIC Teaming trén Windows Server trong méi truong VMware giup m6 phong
hiéu qua ha tang mang, 14 moi truong thue hanh 1y twong cho sinh vién nganh CNTT va quan tri
vién mang. Viéc nam ving ky thuét nay la nén tang dé trién khai cac hé théng co tinh sin sang
va hiéu suét cao.

Qua bai viét nay tac gia da lam rd vai tro va loi ich cia NIC Teaming — mét k§ thuét quan
trong gitip hop nhat cac Network Adapter vat ly thanh mot nhom logic nham ting bing thong,
giam thiéu rai ro gian doan két ndi va cai thién do tin cdy cua hé thdng. Pong thoi minh hoa cu
thé hai phuong phap ciu hinh: thong qua giao dién dd hoa Server Manager va dong lénh
PowerShell. Ca hai phuong phap déu cho phép quén tri vién hé théng dé dang tao va quan 1y cac
Team mang.

Trong tuong lai, khi cac phién ban Windows Server va nén tang ao hoa tiép tuc phat trién,
ky thuat NIC Teaming hira hen s& dugc cai tién dé hd tro nhiéu tinh ning thong minh hon. Do

d6, viéc nam viing va trién khai ky thuét nay 1a budc di chién Iuoc cho cac quan tri vién hé théng
huéng dén muc tidu xay dung ha ting mang an toan va hiéu qua.

TAI LIEU THAM KHAO

[1] Cisco Systems. (2022). Server Load Balancing and NIC Teaming — Deployment Guide.
Cisco Whitepaper.

[2] Microsoft Corporation, “NIC Teaming Overview,” Microsoft Learn, 2023. [Online].
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teaming/nic-teaming

[3] What's new in Windows Server 2025, https://learn.microsoft.com/en-us/windows-
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THE LE VIET VA GUT BAI
TAP CHI KHOA HQC TRUONG PAI HQC HOA LU

1. Bai nhan dang la cong trinh nghién ctru khoa hoc, cac y kién trao doi vé hoc thuat, quan
1y gido duc, cac bai tong quan gidi thiéu thanh tyu khoa hoc méi cua cac nha khoa hoc trong va
ngoai truong. Tap chi khong nhan dang bai da cong b trén an pham khac.

2. Bai bao khoa hoc dugc viét béng tiéng Viét hoac tiéng Anh, soan thao trén Word, hoac
trén Latex, font Times New Roman (Unicode); c& chit 12; kho giéy A4; 18 trén: 2,0 cm, 1& dudi:
2,0 cm, 18 trai: 2,0 cm, 18 phai: 2,0 cm; gian dong; single. Mat do chit binh thuong, khong nén
hodc kéo dan khoang cach gitra cac chi.

3. B cuc ban thao bai bao khoa hoc gtri dang phai duge trinh bay theo bd cuc sau: Tén bai
bao (phdn dnh ndi dung chinh cia bai viér); Toém tét bai viét (khong vieot qua 250 tir thé hién y
twong va ndi dung tém tat ciia bai bdo); Tt khoa (nhitng tir dwoc cho la quan trong déi voi ndi
dung nghién civu dic trung cho chii dé cia bai viét d); Gidi thiéu (Tém tdt tinh hinh nghién ciiu
trong nuwdc va thé gidi, tinh thoi sy ciia van dé nghién ciru); Noi dung va phuong phap nghién
ctru (trinh bay néi dung nghién citu, cdc phwong phdp tiép cén, két qua dat dwoc, giai phdp va
kién nghi dé xudt, moi lién hé giita két qua nghién ciru cia tac gia véi cdc két qua trude do); Két
luan (khang dinh nhitng két qua nghién civu dat dwoc); Tai liéu tham khao (Liét ké tdt ca tai liéu
da dwoc tac gid trich dan trong bai bdo).

4. Tat ca cac bai guri ddng tap chi khi dugc chap nhan sau so duyét déu dugce Ban bién tap
giri phan bién nhan xét, danh gia. Ban bién tap tra 10i tic gia vé két qua nhan xét, danh gia cua
phan bién va thim dinh d6i véi bai bao. Bai dat yéu ciu s& dugc dang trong s6 gan nhét cia
tap chi.

5. Ban bién tép nhéan 01 ban in gtri kém dia hoac tép tin dinh kém trong Email.

Dia chi lién hé va gui bai: Phong Pao tao - Quan 1y khoa hoc, Truong Pai hoc Hoa Lu,
Truong Pai Hoa Lu, duong Xuan Thanh, thanh pho Ninh Binh, tinh Ninh Binh.
Dién thoai: 02293 892 240; 0984 148 845.
Email: tapchikhoahoc@hluv.edu.vn
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